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************************ Start of change 1 *********************************
8.5.5
Payload authentication

Authenticated payloads shall have the format defined in table 8.5.5-1:

Table 8.5.5-1: MCData Authenticated Payload message content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Original Payload
	Original Payload (unchanged)
	M
	TLV-E
	X

	Algorithm
	Algorithm used to sign the message
	M
	V
	1

	Signing Data
	Signature data
	M
	TLV-E
	x

	Signature
	Based on algorithm
	M
	TLV-E
	x


The signature shall be on the entire payload excluding the value of the signature element. However, the type and length of the signature element shall be included in the signature. The signature value shall be encoded in binary format.

The ECCSI signature algorithm as defined in RFC 6507 [9] shall be supported by MC clients.
The contents of the Signing Data field is determined by the signature algorithm. For ECCSI, the signing data shall be as defined in table 8.5.5-2:
Table 8.5.5-2: ECCSI Signing Data content

	Information Element
	Type/Reference
	Presence
	Format
	Length

	Signing UID
	Signers UID as defined in Annex F.2.1
	M
	TLV
	x

	Signing KMS
	Signer’s KMS URI
	M
	TLV
	x


After signature vertification, the verifier shall extract the sender’s URI from elsewhere in the message and check that this corresponds to the UID contained in the Signing UID field above. If not, signature verification shall have failed.

************************ End of change 1 *********************************
